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S = setAddress setInitialAmount activateAccount

S = activateAccount

(2a) fsa � is initialized to the linear FSA that generates k symbols; a prefix of length k  is removed from S.

(2ba) Because the length of the input string is 1 < k, fsa�� is the linear FSA that generates the input trace, and S is empty. 

(2c) fsa’=merge(fsa �,q,fsa ��)

(3) fsa=merge(fsa,q,fsa �)

input trace: “createAccount setCustomer setAddress setTelephone setInitialAmount activateAccount”
(1) A prefix of length 3 is generated by fsa, q is the final state of the subautomaton that generates the prefix, and S  is the input string without the prefix.

(2) The subsequence “setInitialAmount activateAccount ” is generated by the submachine of fsa rooted at q. Thus, q is split into two states.

S = “setTelephone setInitialAmount activateAccount”

(3) The linear FSA that generates “setTelephone ” is merged between states q and qi .

S = -

(1) fsa is initialized to the linear FSA that generates k  symbols, and a prefix of length k is removed from S.

(2b) No prefix of S is generated from state q, hence fsa��= kBehavior(S) is generated.

input trace: “createAccount setCustomer setAddress setTelephone addCustomer addCustomer addCustomer
addCustomer setInitialAmount activateAccount deposit”

(1) A prefix of length 4 is generated by fsa, q is the final state of the subautomaton that generates the prefix, and S is the input string without the prefix.

S = “addCustomer addCustomer addCustomer addCustomer setInitialAmount activateAccount deposit”

(2) The subsequence “setInitialAmount activateAccount ” is generated by a subautomaton of fsa, hence the FSA fsa� is generated by 
applying kBehavior (“addCustomer addCustomer addCustomer addCustomer ”).

addCustomer addCustomer

�

fsa �

(3) The subautomaton identified in step 2 is rooted at state q, thus q is split. Then, fsa� is merged with fsa, that is, fsa=merge(fsa,q,q i ,fsa �),
and the prefix of S generated by fsa is removed from S:

S = “deposit”

(4) No prefix of S is generated from state q, hence generate a new FSA fsa� by applying kBehavior on S, that is, 
fsa �=kBehavior( S) , and merge the result in current state q. 

input trace: “createAccount setCustomer setAddress addCustomer addCustomer addCustomer setInitialAmount activateAccount”

(1) A prefix of length 6 is generated by fsa, and the subsequence “setInitialAmount activateAccount” is generated by a submachine of fsa. Thus, a 
FSA that generates the empty string is merged with fsa. The final automaton is:

Note: fsa can be minimized with standard algorithms to remove  � transitions.
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(2) No prefix of S is generated from state q, hence a new FSA fsa� is generated by applying kBehavior on S, that is, fsa� = kBehavior(S).

�

�

�

�

�

�

�

�

� q

setTelephone

Figure 4. An example application of kBehavior with k = 2.



the sample. None of the kTail-based algorithms
applied to the Object Flattener traces termi-
nated after 24 hours of execution. kBehavior
processed the input in minutes and produced a
useful automaton that overgeneralizes the input
sample. We obtained similar results while ana-
lyzing other components of large size, for ex-
ample, the Aelfred XML parser within Jedit
and PtPlot.12

The experimental evaluation indicates
that in general, kBehavior performs better
than kTail-based algorithms. Good perform-
ance depends on the characteristics of traces
that represent typical component interactions
and on kBehaviorÕs incremental nature,
which lets it quickly identify behavioral pat-
terns and process many traces. However,
kBehaviorÕs performance depends on the or-
der in which it processes traces. In particular,
when the initial traces are short and consecu-
tive traces are similar, kBehavior can perform
worse than kTail-based algorithms. Fortu-
nately, you can avoid these cases by suitably
planning the executions of test cases. WeÕve
seen low, albeit acceptable, performance only
with ad hoc-generated traces, but not in ex-
periments with traces generated from compo-
nents monitored so far.

Detecting behavior
incompatibilities

WeÕve previously presented a preliminary
evaluation of BCT.12 Here, we provide addi-
tional data we obtained from quantitative in-
vestigations of two freely available third-party
systems. The first system is a small-size imple-
mentation (tens of classes) of the FreeSudoku
game (see http://freesudoku.sourceforge.net).
We used this system to study applying BCT to
component replacement. The second system is

Jedit, which we used to study applying BCT to
components reused across systems.

In the first example, we replaced the compo-
nent that creates and manages the board in
FreeSudoku 0.9.6. This component plays a crit-
ical role in the architecture because it imple-
ments most of the application logic and will
likely be replaced in future releases. We derived
an initial set of test cases using the category par-
tition method. 13 While testing the system, we
monitored seven methods for I/O data and 11
methods for interaction data (we disabled mon-
itoring of I/O data for highly executed methods
to limit overhead). BCT produced 656 I/O pred-
icates for three methods and none for the other
four methods, which donÕt exchange relevant
parameters with the rest of the system. The
large number of predicates for three methods is
due to the presence of conditions on all cells of
the Sudoku board.

We then considered FreeSudoku 0.9.8,
which uses a newer version of the component
we were monitoring. We executed the new ap-
plication with a test suite designed for Free-
Sudoku 0.9.8, and we dynamically checked the
predicates we derived for FreeSudoku 0.9.6. We
revealed violations of two interaction models.
No I/O predicates were violated, indicating no
changes in the values exchanged during the in-
teraction with the new component. The two vi-
olations of interaction models resulted from a
new logging facility that causes a new interac-
tion and the refactoring of a method that re-
shuffles some method invocations. The limited
number of violations shows that BCT can alert
developers only to modified behaviors that can
correspond to unexpected incompatibilities,
limiting the number of false alarms.

In the second example, we focused on Jdiff,
a Jedit plug-in for finding differences among
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Table 1

Results of comparing kBehavior with kTail-based algorithms

Ad hoc traces Cook and Wolf JeditBg Sorting Object Flattener

kTail OK/OG* OK (Suitable finite- OK OR (Overrestricted FSA) >24 hours (DidnÕt terminate
state automata) after 24 hours)

Cook and Wolf OK/OG OK OK OG (Overgeneralized FSA) >24 hours

kInclusion OK/OG OK OG OG >24 hours

Reiss and Renieris OK/OG OK OG OG >24 hours

kBehavior OK OK smallest (Smallest OK OK OG
suitable FSA)

*Suitable FSA for basic cases 1 and 2, but overgeneralized FSA for basic case 3



documents. In this example, we considered the
case of a system upgrade that doesnÕt affect the
plug-in; so, two different systems were using
the same component. We initially monitored
the Jdiff plug-in within Jedit 4.1. We computed
I/O predicates of six methods (all the methods
that the main application can access) and inter-
action models of 68 methods (all methods that
can trigger interactions with the main applica-
tions). BCT produced I/O predicates for two of
the six methods. One method is associated with
52 predicates and another with 35,224 predi-
cates. The large number of predicates depends
on the use of the method as a generic dispatcher
of messages from the application to the plug-in
and on the large variety of exchanged messages.

We updated Jedit 4.1 to Jedit 4.2pre9 while
leaving the plug-in unchanged, and we moni-
tored the models on the new system. We re-
vealed violations of both I/O and interaction
models. I/O model violations indicate that the
new version dispatches messages with content
incompatible with the content used in version
4.1. These message incompatibilities correspond
to new execution patterns and program faults.
The model violations let you localize the incom-
patible object content that the system and the
plug-in exchanged and the new code in the plug-
in that the application has exercised.

The overhead of checking more than 35,000
predicates is important and might suggest moni-
toring the whole set of models only during test-
ing. Predicates might be redundant. Daikon offers
an option to inhibit the generation of redundant
predicates. During testing, we can identify the
subset of relevant predicates, further reducing the
number of predicates.

So, BCT enables us to do several things:

� Identify incompatibilities and faults as soon
as they occur. In the Jedit example, incom-
patible messages are detected as soon as
they are generated.

� Identify faulty program states prior to ob-
serving any failure. In the Jedit example,
incompatible messages are detected before
corrupting the state.

� Improve system debugging, thanks to de-
tailed information about the exchanged
data values and the executed interactions.
In the FreeSudoku example, violations in-
dicate modified behaviors, and in the Jedit
example, violations indicate the source of
failures.

� Save time and money that would be nec-
essary to repair the incompatibilities if de-
tected late.

Refining models
Not all violations are the result of undesirable

behaviors. Developers often update components
or add new ones to satisfy new requirements or
correct faults, which can also lead to model vi-
olations. If the number of changes is limited,
the violations can confirm the changes. We can
eliminate such violations by updating the mod-
els once weÕve verified that they correspond to
a new functionality or revealed fault. If the
number of violations is high, the large amount
of irrelevant information might make the tech-
nique less effective. Software engineers can re-
duce the number of violations by adding infor-
mation about the upgraded components. We
can then use this information to refine the mod-
els so they better represent the behavior we ex-
pect from the new component. In the examples
weÕve evaluated so far, we noticed that most
new legal behaviors violated only a few models,
which we could easily identify and update,
eliminating most irrelevant violations.

We identified seven types of upgrades that
we can use to refine models in BCT. Table 2
summarizes the upgrades and the correspon-
ding model refinements. When both the origi-
nal and the upgraded components satisfy the
same requirement, we identified five types of
upgrades: create new dependencies, suppress
existing dependencies, change the internal data
model, refactor code, and fix faults. When the
initial and the upgraded components satisfy
different requirements, we identified two types
of upgrades: small and large. Given the type of
upgrade, the models that BCT produced can be
properly and semiautomatically updated to re-
flect the rationale of the upgrade.

If the upgrade eliminates some dependen-
cies (for instance, because part of the function-
ality is implemented internally instead of being
delegated to external components), we can au-
tomatically update the interaction models by
replacing calls to the eliminated dependency
with epsilon transition (epsilon transitions al-
low moving from a source state to a target
state without consuming any input symbol).
Similarly, if the upgrade introduces new de-
pendencies (for instance, because part of the
internally implemented functionality is dele-
gated to external components), kBehavior can
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